Introduction
The design of Boolean functions on an odd number of variables n achieving very high nonlinearity, i.e. greater than the so-called bent concatenation bound 2 n−1 − 2 (n−1)/2 , constitutes one of the most challenging problems encountered in the area of cryptography, coding theory, and combinatorics. Boolean functions with high nonlinearity play a crucial role in the design of a secret-key cryptosystem as they are used as building blocks to provide resistance against linear cryptanalysis [1] . In a standard correlation attack [2] , where the outputs of several linear feedback shift registers (LFSRs) are combined by a nonlinear Boolean function to generate the keystream, the correlation between the keystream and one of the LFSR outputs (or a linear combination of the LFSR outputs) is used to obtain the key (i.e. the initial states of the LFSRs). In other words, a correlation attack can be mounted if there is a high correlation between the combining function and a linear function, which implies low nonlinearity. Hence, as it is well known (e.g., see [3] ), high nonlinearity provides resistance against correlation and fast correlation attacks [4] , as well. In coding theory, the problem is actually related to the covering radius of the first-order Reed-Muller codes of block length 2 n , which corresponds to the maximum achievable nonlinearity of n -variable Boolean functions. The existence of Boolean functions with nonlinearity exceeding the bent concatenation bound could be demonstrated for the first time for n = 15 by Patterson and Wiedemann [5] in 1983 using some combinatorial results together with an exhaustive search.
More than two decades later, 9-variable Boolean functions with nonlinearity 241 (=2 9−1 − 2 (9−1)/2 + 1) were identified [6] in the rotation-symmetric class and subsequently this result was improved [7] to 242 by defining the k -rotation-symmetric class.
Let f : GF (2 n ) → GF (2 n ) be a Patterson-Wiedemann (PW) type function as defined in [8] . Until recently, PW type functions exceeding the bent concatenation bound were known only for n = 15 = 5 × 3. The next possible candidate was n = 21 = 7 × 3, and such functions could be constructed [9] using a heuristic search after a long gap of more than three decades. Each function found in [9] is of nonlinearity 2 21−1 −2
+ 61, and the nonlinearity bound given in [10] shows that the upper bound of nonlinearity in this case could be as high as 2 21 Recall that since PW type functions are idempotents for which f (α) = f (α 2 ) ∀α ∈ GF (2 n ) , they can be considered as rotation-symmetric by choosing a normal basis to represent the elements in GF(2 n ) . In [7] , the (generalized) k -rotation symmetric class is defined as the class of functions that satisfy
, where k is a fixed divisor of n . First, motivated by the fact that 9-variable functions with nonlinearity 242 are obtained [7] in the class of 3-rotation-symmetric Boolean functions (3-RSBFs), we consider the PW type 15-variable functions that are in the k -rotation-symmetric class (which we refer to as PW type 15-variable k -RSBFs) by relaxing the restriction of being idempotent. For (n, k) = (15, 3), we perform an exhaustive search for the PW type 3-RSBFs using the system of inequalities obtained by properly modifying Algorithm PreInequalities in [8] , which reduces the problem of finding the PW type functions to a problem of solving an integer programming problem with binary variables. In this case, there are 31 inequalities, and the size of the search space is 2 28.2 (note that in [9] , for (n, k) = (21, 1), there are 115 inequalities and the search space . Note that one can use these functions to obtain balanced functions with nonlinearity greater than the bent concatenation bound by suitably modifying their truth tables as in [11] [12] [13] .
For ( n , k) = (15, 5), there are 51 inequalities, and the search space is of size 2 48.75 , which is huge compared to the previous case. Here, we performed an efficient enumeration algorithm on a computer with an Intel Xeon CPU E7-4890 v2 @ 2.80 GHz processor, which takes 2 weeks by exploiting all of the cores. As in (n, k) = (15,
3), we fixed f (0) = 0 to remove the functions that are complements of each other and found that there are 478 functions with nonlinearity > 16256. Among these, 470 of them are affine inequivalent to the known PW functions. Our results confirm the nonlinearity bound in [10] for the 15- In the following section, after giving a brief background of PW type functions, we present our results in Section 3 and conclude the paper in Section 4.
Preliminaries
Let f : GF(2 n ) → GF (2 n ) be a Boolean function. We can call f balanced if the Hamming weight of its truth table is equal to 2 n−1 .
For any ω ∈ GF (2 n ), the Walsh-Hadamard transform W f (ω) of f is defined as:
from which the nonlinearity NL f can be expressed as follows:
For an odd number of variables n ≥ 9, the maximum nonlinearity is not known. The best achieved nonlinearity is known as 2
(n−9)/2 for n = 9, 11, and 13 [7] .
The autocorrelation function of f is given by:
where β ∈ GF (2 n ) . The autocorrelation value with maximum magnitude, except the origin, is also known as the absolute indicator [14] and denoted as:
It was conjectured in [14] that for any balanced function f with an odd number of variables n, ∆ f ≥ 2 (n+1)/2 , which has been disproved by modifying the PW type functions [8, 12] .
As pointed out in [8] , PW construction [5] can be viewed as an interleaved sequence [15] that is defined as follows: Note that the PW type functions are idempotents, i.e. f (α) = f (α 2 ) ∀α ∈ GF (2 n ) , and thus they can be considered [17, 18] as rotation-symmetric by choosing a normal basis. The k -rotation symmetric class, which is equivalent to the rotation-symmetric class for k = 1, was defined in [7] as the class of functions that satisfy
, where k is a fixed divisor of n . Here, by imposing the condition of being k -rotation-symmetric on the PW type functions, we relax the restriction of the invariance under the action of ⟨φ 2 ⟩ and define the PW type k -RSBFs in the following: Clearly, the PW type k -RSBFs are equivalent to the PW type functions for k = 1.
Definition 3 Let ⟨φ 2 k ⟩ be the group of automorphisms, where k is a fixed divisor of n and ⟨φ
In the rest of this paper, we assume f (0) = 0 without loss of generality. Furthermore, we realize the function f as f : {0, 1} 15 → {0, 1} using the primitive polynomial x 15 + x + 1 for n = 15.
PW type 15-variable k -RSBFs
In both of the following cases, we implement Algorithm PrepareInequalities [8] with our MATLAB code available at the link given in Section 1.
The case of k = 3
Using the mentioned code, we find that in a (151, (31) (7))-interleaved sequence there are 31 equivalence classes with respect to ρ 3 151 . Among them, 30 are of size 5 and 1 is of size 1. Let us represent the j th equivalence class by the smallest integer among its elements as in [8] . We then have the following 31 representatives: 0, 1, 2, 3, 4, 5, 6, 7, 9, 10, 11, 12, 14, 15, 17, 22, 23, 27, 28, 29, 30, 34, 35, 37, 46, 47, 51, 53, 68, 87 , and 94. Hence, a PW type 15-variable 3-RSBF can be represented by a binary vector of length 31, i.e. (f (1) , f (ξ 1 ) , (ξ 2 ) , . . . ,
Implementing Algorithm PreInequalities in [8] , we obtain the system of 31 inequalities in this case. Then, by carrying out an exhaustive search, we find that there are 32 solutions of the system such that each solution corresponds to an aforementioned 31-bit representative truth table (RTT). In Table A1 , we give only one half of these solutions since the other half is obtained by complementing them.
The first four solutions in Table A1 give PW constructions [5] with absolute indicators 160 and 200, which correspond to PW type 1-RSBFs with respect to Definition 3. All the other RTTs yield functions with different absolute indicators and hence they are not affine equivalent to the PW constructions.
The case of k = 5
Here, using the equivalence relation ρ 5 151 , it is found that there are 51 representatives: 0, 1, 2, 3, 4, 5, 6, 7, 8,  10, 11, 12, 13, 14, 15, 16, 17, 20, 21, 22, 23, 25, 26, 28, 30, 31, 33, 35, 37, 39, 42, 44, 46, 47, 51, 55, 56, 60, 61 , 65, 66, 69, 70, 74, 75, 78, 79, 83, 84, 88, and 93. Among their equivalence classes, 50 are of size 3 and 1 is of size 1. We carried out an efficient exhaustive search algorithm to obtain all the solutions of the corresponding system of 51 inequalities that yields 478 PW type 5-RSBFs with nonlinearity exceeding the bent concatenation bound 16256. As in the case k = 3, half of the solutions are obtained from the other half by complementing them, and so we present only one half in Table A2 , in which the first four RTTs (with ∆ f = 160 and 200) are the known PW constructions in [5] . The RTTs given in Table A2 are represented in hexadecimal form, e.g., the first RTT "7DCED1A915115" should be read as (f (1) 
Conclusion
We have defined the PW type n -variable k -RSBFs and performed efficient exhaustive searches for the PW type 15-variable functions in the classes of 3-RSBFs and 5-RSBFs. The search successfully finds 24 PW type 3-RSBFs and 470 PW type 5-RSBFs, which, while having nonlinearity greater than the bent concatenation bound, are not affine equivalent to the known PW constructions in [5] . These functions were not known before, and they can be used to obtain balanced functions with nonlinearity exceeding the bent concatenation bound by modifying their truth tables as in [11] [12] [13] . Moreover, our results confirm the nonlinearity bound in [10] for the 15-variable functions that are invariant under the action of GF(2 3 ) * × GF(2 5 ) * .
